
NEW YORK STATE RELIABILITY COUNCIL 
MEETING 188: December 5th, 2014 

Report for Agenda Item 8.1: Michael Forte 
NPCC Board of Directors Report 

The NPCC Board of Directors meeting was held on December 3rd, 2014.   The following are highlights from the Fall 2014 
NPCC Compliance and Standards Workshop, which was held from November 19th through November 21st in Cambridge, 
Massachusetts. 

Fall 2014 NPCC Compliance and Standards Workshop 

NPCC hosts two Compliance and Standards Workshops for its registered entities each year. Presentations from NPCC 
Staff, NERC Staff, NPCC Registered Entities, and NERC Standard Drafting Team Members provide valuable compliance 
insight to the attendees. Below are the highlights from the Fall NPCC Workshop.  

I. Reliability Standards Outlook 

a. 2014 Reliability Standards Review

i. Project 2014-02: Critical Infrastructure Protection (CIP) Reliability Standard Revisions.
High and medium impact sites must be compliant with revised CIP standards by April 1,
2016. Low impact sites must be compliant with revised CIP standards by April 1, 2017.

ii. Project 2007-17.3: PRC-005-2 Protection System Maintenance and Testing (Sudden
Pressure Relays). PRC-005-2 may change the scope, maintenance intervals, and
activities of registered entities’ Protection System maintenance programs.
Requirements R1, R2, and R5 are enforceable on April 1, 2015. Requirements R3 and R4
have a phased implementation plan.

• NPCC’s Directory #3 will be retired once PRC-005-2 has been fully
implemented.

iii. Project 2007-11: PRC-002-2 Disturbance Monitoring. PRC-002-0 was developed in 2005
in response to the 2003 blackout. The reliability standard requires data, but does not
specify equipment to be used. The implementation plan allows four (4) years for
registered entities to be 50% compliant and six (6) years for 100% compliance.

• NPCC’s regional standard PRC-002-NPCC-01 may be retired once the
continent-wide standard has been fully implemented.

b. 2015 Look Ahead

i. NERC expects to complete eleven (11) Reliability Standards Projects in 2015. There 
were thirty-one (31) projects in the last plan.

ii. Thirty (30) FERC Directives must be addressed next year. Sixty-one (61) FERC 
Directives were in the last plan.

iii. Fifty-one (51) out of 107 requirements may be retired under the Paragraph 81 
project.

II. Reliability Assurance Initiative (RAI) Compliance Monitoring

a. 2014 Operations & Planning (O&P) Compliance  Monitoring

i. NPCC has conducted thirty-four (34) off-site and five (5) on-site O&P audits in 2014.



ii. NPCC has administered spot checks for thirty-five (35) entities, which addressed 473 
requirements and sub-requirements. 

iii. NPCC conducted four (4) cyber security assessments in 2014. To date, NPCC has visited 
fourteen (14) registered entities as part of its cyber security outreach program.  

iv. NERC and NPCC posted their Compliance Management and Enforcement Program 
(CMEP) on November 19, 2014.  

b. Internal Compliance Evaluation (ICE) 

i. ICE is not a compliance monitoring tool. Deficient internal controls cannot result in a 
violation. 

ii. ICE is a voluntary program that can limit a registered entity’s audit scope.  

iii. ICE will help the Regional Entity prioritize risks and associated standards and 
requirements needed for compliance monitoring. 

iv. NPCC will only be offering ICE for O&P on-site audits in 2015. 

• NPCC requests that ICE be conducted five to six months before an audit. 

c. 2015 Compliance Monitoring 

i. Operations & Planning Compliance Audit Cycle  

• Reliability Coordinators (RCs), Balancing Authorities (BAs), and Transmission 
Operators (TOPs) will continue to have compliance audits on a three-year 
cycle. 

• Other registered entities will no longer follow a six-year audit cycle based on the Rules 
of Procedure (ROP) changes stemming from the RAI.  

• Registered entities may receive spot checks or other compliance monitoring 
activities in lieu of a complete audit.  

• On-site compliance audits will be based on RAI’s Inherent Risk Assessment 
(IRA).  

• NPCC is planning to conduct thirty-four (34) off-site and four (4) on-site O&P 
audits in 2015. 

ii. 2015 CIP Compliance Audits 

• Registered entities may choose to be audited against the CIP Version 3 or 
Project 2014-02 revised CIP reliability standards (formerly known as “CIP 
Version 5”). Elections can be made on site-by-site basis or requirement-by-
requirement basis. 

• During the CIP transition period, on-site CIP compliance audits of responsible 
entities registered as RCs, BAs, and TOPs with critical cyber assets will 
continue. Other registered entities will still be subject to spot checks and 
self-reports.  

• Off-site audits for registered entities with no critical cyber assets (aside from 
RCs, BAs, and TOPs) will not be conducted during the CIP transition period.  

• Off-site audits may resume after the implementation of the Project 2014-02 
CIP reliability standards. 

 



iii. New Compliance Elements  

• Self-certifications: NPCC expects self-certifications to be modified to 
resemble spot checks by 2016. 

• Self-logging: A voluntary program that requires Regional Entity approval. 
Self-logging can only be used for minor issues that will be treated as 
“compliance exceptions.” This tool will replace self-reporting.  

• Compliance Exception: A minimal risk issue that does not require a formal enforcement 
action process as described in the CMEP. This process is available to all registered 
entities in 2015, but the Regional Entity will determine which issues/entities are eligible. 
The compliance exception must be mitigated within twelve (12) months of notification. 

• Risk Elements List: NERC’s list identifying the continent-wide risks to the 
reliability of the bulk power system (BPS). The Actively Monitored List (AML) 
will be retired.  
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